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Abstract: To address the problems of big data efficient analysis and insider theft detection in the data theft detection
of distributed cloud computing storage, taking HDFS (hadoop distributed file system) as a case study, a stochastic al-
gorithm for HDFS data theft detection based on MapReduce was proposed. By analyzing the MAC timestamp features
of HDFS generated by folder replication, the replication behavior’s detection and measurement method was estab-
lished to detect all data theft modes including insider theft. The data set which is suitable for MapReduce task partition
and maintains the HDFS hierarchy was designed to achieve efficient analysis of large-volume timestamps. The ex-
perimental results show that the missed rate and the number of mislabeled folders could be kept at a low level by
adopting segment detection strategy. The algorithm was proved to be efficient and had good scalability under the
MapReduce framework.
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